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B3aumopelnictue
¢ 6azamMu AaHHbIX



Ba3bl JaHHHbIX ViTMO

® 5/1 — CTPYKTYPHO OpraHn3oBaHHbIe AaHHble 0 NpeaAMETHOM
obnacTtu, XxpaHswmecs BMecTe ¢ nHdopmalmen o gaHHbIX U
NX B3aMOCBA3AX.

® CYBb/[l — BbluncnutenbHaa cuctema ans cosgaHus u
NCNoJib30BaHUA 6a3 AaHHbIX.

® PendaunoHHaa bl — 6a3a gaHHbIX, OCHOBaHHas Ha
pPenAUMOHHON MOAENN AAHHbIX.



PensiuMoHHasA Moaesb ViTMO

® OTHoleHune (relation) — CTpyKTypa AaHHbIX, cCOCToALLaA U3
3aro/sioBKa 1 Tena.

* 3aro/ioBOK OTHOLLUEeHNA — MHOXXeCTBO anI/I6yTOB

* Teno OTHOLIEHUS — MHOXECTBO KOPTEXEWN, coaiepXKaLlmx
3HayeHns aTpubyTos

® CBoWcTBa OTHOLLEHUS
* Kaxxablih aTpubyT MMeeT TUM, 3HaYEeHUs COOTBETCTBYIOT TUMY
* ATPUOYTbI HE NOBTOPSAIOTCS, U UX MOPSAJOK HE UMEET 3HAYEHUS
* KOpTeXu He NOBTOPSAOTCS, U UX NOPSAJOK HE UMEET 3HAYEHUS



OTHOLWeEeHNe U Tadbnuua

OTHOLWEHune
Tabnuua

ATpnoyThI
Ctonobubl

KopTexwu
CTpoku

3Ha4YeHus

/ITMO



Mpumep 6asbl AAHHbIX I/iITMO

students groups grades
student_id  name group group faculty student_id course_id grade

289001 ViBaHOB lleTp P3110 P3110 AVVKT 289001 1 A
289002 MeTpoB Cunpgop P3130 P3130 AVVKT 289001 2 B
289999 Cunpgopos ViBaH R3140 R3140 CYuP 289002 1 E
289002 2 A
courses 289999 1 C
course_id name semester  type 288999 3 D

1 [MporpammupoBaHne 1 3

2 ong 2 C)

3 dusnka 2 3



f13bIK 3aNPOCOB ViTMO

® SQL (Structured Query Language) — aeknapatuBHbIN A3blK
018 onnucaHna, USMeHeHua 1 NoslydyeHnsa aHHbIX 13
PensauMoHHbIX 6a3 AaHHbIX.



CREATE TABLE ViTVIO

® DDL — Data definition language

CREATE TABLE weather (

city VARCHAR(80),

temp_lo INT, -- low temperature
temp_hi INT, -- high temperature
prcp REAL, -- precipitation
date DATE

)
CREATE TABLE IF NOT EXISTS persons

DROP TABLE weather;

S,
—

Java 7



OrpaHunyeHus /ITVIO

® OrpaHunyeHus

* Tunbl AAHHbIX

" INT, SMALLINT, REAL, DOUBLE, CHAR(n), VARCHAR(n), DATE,
TIME, ...

* BO3MOXHbl€ 3HAaYeHns B CTON6LE
* NOT NULL, UNIQUE, CHECK (age >= 18)

* Knun

" [lepBUYHbIN KHOY
>* PRIMARY KEY (UNIQUE, NOT NULL)

" BHeLUHMe KInuu
* FOREIGN KEY (REFERENCEYS)



DML /ITMO

e DML — Data manipulation language
+ INSERT
+ UPDATE
+ DELETE



INSERT

® BcTaBKa AaHHbIX B TabnnLy

INSERT INTO weather VALUES ('Oslo', 46, 50, 0.25,

INSERT INTO weather (date, city, temp_hi, temp_1lo)
VALUES ('2021-11-29', 'Helsinki', 54, 37);

COPY persons TO file;

COPY persons FROM file;

/ITMO

'2021-11-27");

10



UPDATE /ITMO

® OOHOB/EHME AaHHbIX B Tabnuue

UPDATE weather
SET temp_hi = temp_hi - 2, temp_lo = temp_lo - 2
WHERE date > '2021-11-28";

Java 11



DELETE

® YnasieHne AaHHbIX N3 Tadbnuubl

DELETE FROM weather WHERE city = 'Oslo';

DELETE FROM persons,

/ITMO

12



SELECT

® BbIOOpKa AaHHbIX - 3anpoc

SELECT
SELECT
SELECT
SELECT
SELECT
SELECT

* FROM students;

name, group FROM students;

* FROM students WHERE group = 'P3110';
* FROM students ORDER BY name;
DISTINCT type FROM courses;

COUNT(*) FROM students;

/ITMO

13



JOIN /ITMO

e CoeaiHeHWe Tabnuu

SELECT name, faculty FROM students JOIN groups

ON students.group = groups.group; -- USING(group);
students groups
student_id name group group faculty
289001 ViBaHoB leTp P3110 P3110 TWuKT
289002 MeTtpoB Cnaop P3130 JOIN P3130 TWuKT
289999 Cunaopos MBaH R3140 student_id name group faculty R3140 CYuP

289001 iBaHOB leTp P3110  TMWuKT
/ 289002 MeTpoB Cuaop P3130 TNMWuKT
¢

=> 289999 Cupopos ViBaH  R3140 CYuP
Java 14



CYB/, PostgreSQL I/iTMO

® helios
+ psql -h pg studs

+ Naposb B dpanne .pgpass
= host:port:dbname: login:PaSswOrD

+ ApanBep - /usr/local/share/java/classes/postgresql.jar
® https://postgresql.org

+ \? - NOMOLLb N0 KOMaHaam psql

+ \h - nomoLb No komaHgam SQL

15
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Pa6oTa c B/l ViTMIO

® MHoro pa3Hbix CYb/
+ API onsa kaxaon 6a3sbl OTAETbHO

+ eInHbIN MHTepdoenc paboThkl ¢ bazamu + Apaneep A1
KOHKPETHON 6a3bl

® Peannsaunm
+ ODBC — Open Database Connectivity
+ JDBC — Java Database Connectivity

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



JDBC /ITMO

e JDBC — Java DataBase Connectivity

e JDBC APl — BbICOKOYPOBHEBbLIN MHTEPMENc ana gocryna
K AaHHbIM

® JDBC Driver APl — HN3KOYPOBHEBbLIN MHTEPJIENC
AN co3haHnsa gpanBepoB

® [lakeThbl java.sqgl (Core) n javax.sgl (Extension)
® CtaHaapT B3anmogenctens ¢ CYb/

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



Tunbl B3auMogeiicTBus I/ITMO

® Tn 1 — moct ODBC e Tun2 —DBAPI
T1JDBC { CYBA ‘ T2 JDBC CYEL
X
DB API =
® Tun 3 — middleware e Tun 4 — pure Java

i, Sl

Java ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp

T3 JDBC

T4 JDBC cvEn




Mpolecc B3aumogelicTBus I/iITMO

Connection connection = DriverManager.getConnection(..);
Statement statement = connection.createStatement();
ResultSet resultSet = statement.executeQuery("SELECT ..");

while (resultSet.next()) {
// nonydeHne n ob6paboTKa AaHHbLIX

}

resultSet.close();
statement.close();
connection.close();

S,
—

Java 20



UuTepdeiic Driver I/iTMO

® java.sql.Driver
+ OTBeyYyaeT 3a cBa3b ¢ b/l
+ Metog Connection connect(String url, Properties info)
+ Vlcnonb3yertca ang HanucaHusa apanseposB ansa CYB/1

21



Knacc DriverManager

® YrnpaB/IsieT CNUCKOM ApanBepoB

® 3arpyska apavBepa
+ Class.forName()
+ Jdbc.drivers=

® HeABHasA 3arpyska c nomoulbio ServicelLoader
+ META-INF/services/java.sql.Driver

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp

/ITMO



Knacc DriverManager I/ITMO

® MeTton Connection getConnection(String url, ...)

* url = jdbc:protocol:/lhost:port/database
" jdbc:postgresql://db:5432/studs

* getConnection(String url, Properties info)
" Properties info = new Properties();
" info.load(new FilelnputStream("db.cfg");

dann db.cfg
user = s999999
password = s5s999

( + getConnection(Stiring url, String name, String pass)
S,

Java ®MNMUuKT, MporpammupoBaHue, 2 ceMecTp



NHTepdenc Connection

® ABCTpakumsa coeanHeHusa (ceccus)

+ MEeToAbl:
= Statement createStatement()
* PreparedStatement prepareStatement(String sql)
= CallableStatement prepareCall(String sql)

= DatabaseMetaData getMetaData()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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CemelicTBO UHTepdhelicoB Statement I/ITMIO

® Statement
+ CTtarnveckum SQL-3anpoc
+ 3anpoc nepenaercd Kak napameTp rnpuv BbINO/IHEHUN
String query = "SELECT * FROM table WHERE id = 15"
Statement st = connection.createStatement();
st.executeQuery(query);

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



CemelicTBO UHTepdhelicoB Statement I/ITMIO

® PreparedStatement extends Statement

+ [IMHaMU4ecKuid 3anpoc C NOACTaHOBKOW
+ 3anpoc nepefaeTcs Kak napameTp npv co3gaHnm

String query = "SELECT * FROM table WHERE id = ?";
PreparedStatement ps = connection.prepareStatement(query);

ps.setint(1, 15); // 1 — Homep napameTpa, 15 — 3HayeHune
SELECT * FROM table WHERE id = 15

® [MpenoTBpaulaeT SQL-nHLeKUNn

S,
—

Java
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CemenctBo nHtepdencoB Statement

® CallableStatement extends PreparedStatement
* BbI30B XpaHnMoun npouenyps
SQL: CREATE PROCEDURE
cs = prepareCall("CALL getResult (?)");
cs.setint(1, 15);
cs.registerOutParameter(1, Types.INTEGER);

Int result = cs.getint(1);
CALL getResult(15);

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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BbINo/IHEHUeE 3aMnpocoB - executeQuery I/ITMO

® ResultSet executeQuery(String sqgl) // Statement

® ResultSet executeQuery() // PreparedStatement (Callable)
+ And BblinosiIHeHna SELECT
+ BOo3BpallaeT ResultSet

ResultSet resultSet = statement.executeQuery();

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



BbinonHeHue 3anpocos - executeUpdate I/ITMO

® int executeUpdate(String sqgl) // Statement

® int executeUpdate() // PreparedStatement (Callable)
+ ona BbinonHeHns INSERT, UPDATE, DELETE + DDL
% BO3BpawaeT KosinyeCctBO USMEHEHHbLIX CTPOK
+ [na 3anpocoB DDL Bo3BpatiaeTt O

int updateCount = statement.executeQuery();

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp



Bbino/iHeHMe 3anpocoB - execute

® pboolean execute(String sql) // Statement
® pboolean execute() // PreparedStatement (Callable)
< ANnd BbINOJ/IHEHUA NOObIX 3alpocos

if (statement.execute()) {

/ITMO

ResultSet resultSet = statement.getResultSet();

} else {

int updateCount = statement.getUpdateCount();

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



TpaH3akuuun

® Connection

+ setAutoCommit(true/false)
+ commit()

+ rollback()

+ setSavepoint()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp

/ITMO



TpaH3aKumUu I/iTMO

® Connection ® Statement
+ setAutoCommit(true/false) + addBatch(String sql)
= commit() + clearBatch()
= rollback() + executeBatch()

+ setSavepoint()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



NuTepdheiic ResultSet I/iITMO

® [loslydyeHMe gaHHbIX U3 ResultSet

ResultSet rs = preparedStatement.executeQuery();
while (rs.next()) {

String name = rs.getString(1l); // no Homepy cTonb6Ua
int id = rs.getInt("id"); // No nMeHun cTtonbua

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



Hactpoiika Tuna ResultSet I/ITMO

® ResultSet
* Connection.createStatement(sql, type, concurrency, holdability)

* ResultSetType
“ TYPE_FORWARD_ONLY
“ TYPE_SCROLL_INSENSITIVE
“ TYPE SCROLL _SENSITIVE

* ResultSetConcurrency,
“ CONCUR_READ_ONLY
* CONCUR_UPDATABLE

* ResultSetHoldability
" HOLD_CURSORS_OVER_COMMIT
¢ * CLOSE_CURSORS_AT COMMIT

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp



NHTepdenc ResultSet

® HaBuraumus
+ next()
+ previous()
« first()
+ last()

/ITMO

+ pbeforeFirst()

+ afterLast()

+ relative(int row)
+ absolute(int row)

+ moveToInsertRow()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



NuTepdheiic ResultSet I/iITMO

® [lo/nly4yeHne AaHHbIX = getBoolean
+ getString(int) + getLong
+» getString(String) = getDouble
+ getArray (SQL Array)
» getInt(int) « getDate
+ getInt(String) * getTimestamp

» getReader

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



NuTepdheiic ResultSet I/iITMO

® OBHOB/IEHNE CTPOK ® /lobaB/ieHne CTPOK
» updateInt(String, int) + moveToInsertRow()
+ updateInt(int, int) + updateInt(String, int)

+ insertRow()
» updateString(String, String)
» updateString(int, String)

+ updateRow( )

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



MeTagaHHbIe

® ResultSetMetaData ResultSet.getMetaData()
+ getTableName()
+ getColumnCount()
+ getColumnName(int n)
+ getColumnType(int n)
® DatabaseMetaData Connection.getMetaData()
+ getCatalogs()
+ getTables()
+ getSchemas()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp

/ITMO



[porpammupoBaHue
2 ceMecTp
2024

PacwupeHua JDBC



NHTepdhenc DataSource

® javax.sqgl.DataSource

+ [103BOIAET NONYyUYUTb coeguHeHue ¢ b/l

+ org.postgresql.ds.PGSimpleDataSource
® ConnectionPoolDataSource

+ [Nognepxka nyna coeHeHuN

+ org.postgresql.ds.PGPoolingDataSource
® XADataSource

= [lopaepxka pacnpefeneHHbIX TpaH3akLmy

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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MpOCTOiA UICTOUHUK AAHHbIX I/ITMO

import org.postgresqgl.ds.PGSimpleDataSource;
PGSimp leDataSource ds = new PGSimpleDataSource(),
ds.setServerName(...);

ds.setDatabaseName(...);

ds.setUser(...);

ds.setPassword(...);

Connection conn = ds.getConnection();

Jaﬁ ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp



Mopaepxka JNDI ViTMO

import javax.naming.*;

Context context = new InitialContext():
DataSource ds = ... // nogrotoBka DataSource
context.bind("testDB", ds); // npuBa3Ka K KOHTEKCTY

// nonydyeHue DataSource M3 KOHTEKCTa
Context context = new InitialContext();
DataSource ds (DataSource)context. lookup("testDB");

S,
—

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp



NuTepdeiic RowSet I/iTMO

® javax.rowset.* ® RowSet extelgds ResultSet
" setUrl(),
® EnnHbIN NHTEpMenc ang " setUsername(),

Seex onepaLI,VIM " setPassword(),
" setCommand("Select * from ...");

* execute()
* next()
* getXXX()

var factory = RowSetProvider.newFactory()
var rowset = factory.createJddbcRowSet();

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp



da6puku RowSet I/iTMO

® RowSetFactory factory = RowSetProvider.newFactory();
+ factory.createJdbcRowSet();
+ factory.createCachedRowSet();
+ factory.create\WWebRowSet();
+ factory.createFilteredRowSet();
+ factory.createJoinRowSet();

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp



PasHoBugHocTn RowSet. JdbcRowSet

® JdbcRowSet — npoctasa pa3HoBuaAHOCTbL RowSet
+ [NogaepxmnBaeT coeanHeHne ¢ 6a30i AaHHbIX

+ [10 ymMO/4aHuIo:
= Tun: SCROLL_INSENSITIVE
= KoHkypeHTHOCTL: CONCUR_UPDATABLE
= BK/HOYEHO 3KpaHMpoBaHMe cneLcnmBo/IOB

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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PasHoBugHocTn RowSet. JdbcRowSet ViTMO

® JdbcRowSet — npoctas pa3HoBuaAHOCTbL RowSet

JdbcRowSet rs = factory.createJddbcRowSet();
rs.seturt(""),; ..

rs.setCommand("Select * from users'");
rs.execute();

rs.last();

rs.getInt("id");

rs.updateString("name", "Pupkin");
rs.UpdateRow();

Java ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp



PasHoBugHocTn RowSet. CachedRowSet

® CachedRowSet
+ Pe3ynbrar 3anpoca MOXeT KaLLMpoBaTbCA
+ CUHXpOHM3auua ¢ 6asou
+ PaspelleHne KOHQIMKTOB
+ acceptChanges()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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PasHoBugHocTn RowSet. CachedRowSet

® CachedRowSet

CachedRowSet rs = factory.createCachedRowSet();

rs.
rs.

S

S
'S

seturl(""),; ..
setCommand("Select * from users'");

.execute();
rs.
rs.

last();
getInt("1id"),

.updateString("name", "Pupkin");
.acceptChanges();

PrMANuKT, NMporpammupoBaHue, 2 cemecTp
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PasHoBugHocTn RowSet. WebRowSet ViTMO

® \WebRowSet
+ MOXXeT 3anucbiBaTb U YnTath pe3ynbrar B Buge XML
+ write XML()
+ readXML()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



PasHoBugHocTn RowSet. WebRowSet

® \\WebRowSet

WebRowSet rs = factory.createWebRowSet();
rs.seturt(""),; ..

rs.setCommand("Select * from users'");
rs.execute();

rs.writeXxmMmL(new FileWriter("data.xml")),

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp

/ITMO



PasHoBugHocTn RowSet. FilteredRowSet

® [lteredRowSet
+ @unerpayusa cTpok (aHanor WHERE)
+ setFilter(Predicate p)
® Predicate
+ boolean evaluate(Object value, int/String column)
+ boolean evaluate(RowSet rowset)

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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PasHoBugHocTn RowSet. FilteredRowSet

® FilteredRowSet

FilteredRowSet rs = factory.createFilteredRowSet();
rs.seturt(""),; ..

rs.setCommand("Select * from users");
rs.execute();

Predicate filter = new Predicate();
rs.setFilter(filter);

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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PasHoBugHocTn RowSet. JoinRowSet

® JoinRowSet
+ CoepanHeHne Heckonbknx pesynstatos (JOIN)
+ addRowSet()
+ setJoinType()
+ toCachedRowSet|()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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PasHoBugHocTn RowSet. JoinRowSet

® JoiInRowSet

JoinRowSet js = factory.createJoinRowSet();
CachedRowSet users; // "Select * from users"
CachedRowSet groups; // "Select * from groups"
users.setMatchColumn("uid");
groups.setMatchColumn("uid");
js.addRowSet(users);

js.addRowSet(groups);

Java ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp
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MpoBangepbl CNyXO

® Cnyxba nnu cepeuc
® Pa3Hble peasm3aumnm
® Hy)XeH MeXxaHWU3M Mnoucka 1 3arpysku ciyxo

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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LLinapranka Ha aKk3amMmeH

class CheatSheet {
public String getAnswer(String question) {
Map source =
String answer = source.get(question);
if (answer != null) return answer;
else return "Epic fail";

JavJa ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp
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Hy)>XeH NCTOYHUK 3HaAHUW

class CheatSheet {
public String getAnswer(String question) {
Map source = knowledge.getSource();
String answer = source.get(question);
if (answer != null) return answer;
else return "Epic fail";

}
}

interface Knowledge {
Map<String, String> getSource();

Java ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp
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Pa3/IMuyHble UCTOUYHUKN I/ZITMO

class CheatSheet {
public String getAnswer(String question) {
Map source = knowledge.getSource();
String answer = source.get(question);
if (answer != null) return answer;
else return "Epic fail";

}
}

interface Knowledge {
Map<String, String> getSource();

) class Memory implements Knowledge
class Lecture implements Knowledge
class CallFriend implements Knowledge

¢ class Miracle implements Knowledge

1

Java ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp



Kak nepefatb 06bHEKT? I/iTMO

® [IlabGnoH ServiceLocator

Service
A

>
I
T -
- —I
\
\
~EEECTTN

ServicelLocator

Service getService()

InitialContext

Service lookup()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



Kak nepefatb 06bHEKT? I/iTMO

® |llabnoH ServicelLocator
knowledge.getSource() Knowledge

ServicelLocator - Service

Service getService() Lectures A

InitialContext

Service lookup()

Memory

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



Peanusauuna B Java

® Knacc java.util.ServiceLoader<Service>
+ static ServiceLoader<Service> load(Service.class)
+ |terator<Service> iterator()

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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Peanusauuna B Java

® Interface spi.Service
* public void execute();

® public class spi.DefaultServicelmpl {
* public DefaultServicelmpl() { ... }
* public void execute() { ... }

® service.jar

* katanor META-INF/services/
" dhaunn spi.Service
> spi.DefaultServicelmpl

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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NMpoBaiigepbl IIiTMO

java.sgl.DriverManager
java.nio.file.spi.FileSystemProvider
java.nio.channels.spi.AsynchronousChannelProvider
java.nio.channels.spi.SelectorProvider
java.nio.charset.spi.CharsetProvider
java.text.spi.DateTimeFormatProvider
java.text.spi.NumberFormatProvider
java.util.spi.CalendarDataProvider

(A

[

Jéva PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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Java oo Mmoayneu - Knaccbl, naketbl, JARbI

® Knacchl
+ public class - goctyneH scem
+ 00beANHATCA B NakeTbl (A0CTYN BHYTPU NakeTa)
+ ynakoBbiBalOTCA B JAR-apxuBbl

® []akeTbl = KaTasnoru

+ nakeT 1 JAR - pa3sHble CyWHOCTH

+ dann package-info.java / .class

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp

/ITMO
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Java go moayneii - JAR-hell ViTMIO

® classpath
+ MPOCMOTP BCEX NyTEN, 3arpy3ka NepBoro HaMaeHHoro Kiacca
® KOHM/INKT BEPCUMA
+ He Ta Bepcus Knacca, Knaccbl pasHbix BEpCuii
® KaCTOMHbIe 3arpy3ymnkn KnaccoB
® HeT 3aBMCUMMOCTEN Ha ypoBHe JVM
® JRE - Java Runtime Environment

< rt.jar - cooepXuT BCIO CTaHAAPTHYIO bnubnmnoteky

Java ®MUKKT, MporpammuposaHue, 2 cCeMecTp 67



Mogaynu ViTMO

® 7BHbIe 3aBMCUMOCTHU (requires n exports)
® Moay/bHas 6nbnuoTeka
+ 0a30BbI MOay/Nb java.base
+ nnardpopMeHHble Moaynun (Bce oCTaslbHble)
+ HOBbIN hopmart apreakTos - jmod
® jlink - nNs c60pPKM KACTOMHOro obpasa
+ rt.Jar yoaneH B Java 11
® moaynbHbln JAR (+module-info.class)
<,

Java ®MUKKT, MporpammuposaHue, 2 cCeMecTp 68



Mopaynu - KoMNUALUUSA U 3anyck

® [leknapaymna moayna - module-info.java / .class

module my.mod {
requires java.base;
requires java.sql;
exports my.package;

¥
® Onuwun javac u java
javac --module-path mods:libs -d ./out

java --module-path mods:libs --module my.mod

Java ®PrNuKT, NporpammMmupoBaHue, 2 cemecTp
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Moaynu - pocTyn ViTMIO

e module mO - Haw moaynb

® exports pl - akcnopTupyeT nakeT pl Bcem (oocTyn BO Bpems
KOMMUASUUN K OTKPbITbIM CYLLHOCTAM NaKeTa)

® exports pl to ml - aocTtyn ToNAbKO ANA moayna ml

® opens p2 - OTKPbIBAEeT NakeT p2 Bcem (A0CTYyN C MOMOLLbIO
pednekcrumn Bo BpeMA BbIMOJHEHMA KO BCEM CYLLLHOCTAM)

® opens p2 to m2 - OTKPLIT TONbKO A1A MOAYAA M2
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Mogynu - 3aBUCUMOCTN I/iITMO

e module mO - Haw moaynb

® requires ml - mO TpebyeT m1 npu KOMNUAALUU U
BbINOJIHEHUN

® requires transitive m2 - m0 tpebyetr m2 n moaynu,
3aBucsawme ot mO, Toxe TpebyroT m2

® requires static m3 - mO Tpebyetr m3 npn KOMNUAALUU, HO HE
06A3aTeNbHO NPM BbINOJHEHUNM
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Mogynu - cepBuUChH I/iTMO

e module mO - Haw moaynb

® uses il - ncnonbayet cepBUC ¢ MHTEPPeNCcOoM il (morkeT
3arpy»aTb ero c nomoulbto ServiceLoader)

® provides i2 with c1, c2 - npegoctasnaet HTepdenc cepBuca
12, KOTOPbIN PEann3yoT KOHKPETHbIe Kaaccbl ¢l mn c2
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Moaynun - coBMeCTMMOCTb

® He3bIMAHHbLIM MOAY/1b
+ aBTO3KCMNOPT BCEX CBOUNX NaKETOB
+ MMeeT AOCTYN KO BCeM ApYrMmM Moaynam
+ ncnonb3yetca classpath

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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be3onacHoe ;
XpaHeHue naponeu



XpaHeHue napons B 6a3e I/iITMO

® CREATE TABLE users (varchar name, varchar password);
[Taponb Henb3A XpaHUTb B OTKPLITOM BUAe

e locTyn K 6ase

* OIMHaKoBbLIE Napoun

* Pe3epBHOE KOnnpoBaHue

* SQL-MHBEKUMM N Apyrne MeToabl
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SQL-UHBEKLUM I/iTMO

CREATE TABLE users (varchar name, varchar password);

CREATE TABLE cats (varchar cat, varchar owner);

gl = "SELECT * FROM users WHERE name = '%s' AND password = '%s';";
g2 = "SELECT cat, owner FROM cats WHERE owner = '%s';";

username = Scanner.readLine(); password = Scanner.readlLine();
statement.executeQuery(String.format(ql, username, password));
statement.executeQuery(String.format(qg2, username));

Java ®MNMUuKT, MporpammupoBaHue, 2 ceMecTp
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SQL-UHBEKLUM I/iTMO

CREATE TABLE users (varchar name, varchar password);

CREATE TABLE cats (varchar cat, varchar owner);

gl = "SELECT * FROM users WHERE name = '%s' AND password = '%s';";
g2 = "SELECT cat, owner FROM cats WHERE owner = '%s';";

Name:| Simon Password:| 123456

SELECT * FROM users WHERE name = 'Simon' AND password = '123456';
SELECT cat FROM cats WHERE owner = 'Simon';

java PMNuKT, NMporpammupoBaHue, 2 ceMecTp ©) https:/)simonscat.com



SQL-UHBEKLUM I/iTMO

CREATE TABLE users (varchar name, varchar password);

CREATE TABLE cats (varchar cat, varchar owner);

gl = "SELECT * FROM users WHERE name = '%s' AND password = '%s';";
g2 = "SELECT cat, owner FROM cats WHERE owner = '%s';";

Name:| Simon'; - - Password: |1

SELECT * FROM users WHERE name = 'Simon';
Login OK!

S,
—
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SQL-UHBEKLUM I/iTMO

CREATE TABLE users (varchar name, varchar password);

CREATE TABLE cats (varchar cat, varchar owner);

gl = "SELECT * FROM users WHERE name = '%s' AND password = '%s';";
g2 = "SELECT cat, owner FROM cats WHERE owner = '%s';";

Name: ' OR ''=' Password:|' OR ''='

SELECT * FROM users WHERE name = '' OR ''='"' AND password = '' OR ''="'"
Login OK!

S,
—

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp ©) https://.simonscat.com



SQL-UHBEKLUM I/iTMO

CREATE TABLE users (varchar name, varchar password);

CREATE TABLE cats (varchar cat, varchar owner);

gl = "SELECT * FROM users WHERE name = '%s' AND password = '%s';";
g2 = "SELECT cat, owner FROM cats WHERE owner = '%s';";

Name:| ' UNION SELECT name, password FROM users WHERE name<>'

SELECT cat, owner FROM cats WHERE owner = '
UNION SELECT name,password FROM users WHERE name<>'';

PMNuKT, NMporpammupoBaHue, 2 ceMecTp (C) https+//simonscat.com



SQL-UHBEKLUM I/iTMO

CREATE TABLE users (varchar name, varchar password);

CREATE TABLE cats (varchar cat, varchar owner);

gl = "SELECT * FROM users WHERE name = '%s' AND password = '%s';";
g2 = "SELECT cat, owner FROM cats WHERE owner = '%s';";

Name:| ' UNION SELECT name, password FROM users WHERE name<>'

SELECT cat, owner FROM cats WHERE owner = ''

UNION SELECT name, password FROM users WHERE name<>'';
Simon's Cat Simon

%?min @#plnk_mOnkey$%

e
e
—
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Jlydlle XpaHUTb Xell IIiTMO

® BMeCcTO naposia — Xewl naposns

® OyHKUMA HeobpaTumas

® MyHMUMasIbHOE YMCNO KOMN3UI

® MD2, MD5, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512
® md5("hello") = 5d41402abc4b2a760b9719d911017¢c592
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Konnuiuu

® /IHN poxxaeHnsa
® B rpynne > 23 4efoBekK
® BepoATHOCTbL coBnageHusa AHA poXXaeHna?

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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Konnuiuu

® /IHN poxxaeHnsa
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Jlydlle XpaHUTb Xell IIiTMO

® BMeCcTO naposia — Xewl naposns
® OYHKUMNA HeobpaTumMmasad — HO MOXXHO nogobparb
® MVHMMa/IbHOE YMNC/I0 KO3 — TOXE MOXXHO noaobparb
e MD2, MD5, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512
® md5("hello") = 5d41402abc4b2a76b9719d911017¢c592
® C/rioBapHbIe aTaku
https://md5.gromweb.com/
http://reversemd5.com/
<,
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[oGaBuM K XeLly COJb

® BMecTo naposns — Xel naposist + cosb
® Co/lb — Hekasi cnydaliHasi nocnegosaTesnibHOCTb

md5("hello" + "$Ins50D") = fcac10c41f9f67090e450161db4bcaba
md5("hello" + "HOxc3@") = a893f9063e4314635e05f8c46b547f7a
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[oGaBuM K XeLly COJb

® BMecTo naposs — Xel naposist + cosb
® Co/lb — Hekasi cnyvaliHas nocneaosaTesibHOCTb

md5("hello" + "$Ins50D") = fcac10c41f9f67090e450161db4dbcasa
md5("hello" + "HOxc3@") = a893f9063e4314635e05f8c46b547f7a

® XpaHuMm naposib + CO/b + a/ITOPUTM + C/TOXKHOCTb
® Bce paBHO — "hello", "12345" — cnoBapHble aTaku

S,
—
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NoGaBnm nepew

® B 6a3e XpaHUM xell naposda + cosib
® [lepel XpaHUM B NMPUIoXeHnn (oTaensbLHO)
® md5("hello” + "kFz<Q%ps" + "$Ins50D")

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp




MpuMep Koaa I/iTMO

java.security.MessageDigest
MessageDigest md = MessageDigest.getInstance("MD5");

String user = Console.readLine()
String passwd = Console.readPassword();
String salt = getRandomString();

String pepper = "*63& mVLC(#"
byte[] hash = md.digest(
(passwd + pepper + salt).getBytes("UTF-8"));

insert into users (user, salt, hash);

S,
—

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp



Ncxoaaiwne naponu

® Bxoasuine naposn - xell, cosb
® l/Icxoasuine naponu - oTaenbHo oT koaa!
+ 3anpalumBartb Nnpu ctapTe
+ KoHthurypaumoHHbIN doana ¢ orpaHnyeHmnem npas
+ Gannbl ceoncTB (Properties)
+ [lepemMeHHast OKpy>XeHuns
+ SHOME/.pgpass

Java PMNuKT, NMporpammupoBaHue, 2 ceMecTp
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