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NcTopusa n Apxutektypbl O9BM



McTtopuga

HyneBoe rnokosieHne — mexaHundeckme KomnboTepbl (1642—1945)
— HanoroBbinn cymmatop ([ackane), kanbkynatop Ha 4 gencteus (JlenbHuu)
[lepBoe nokosrieHne — anekTpoHHbIe Namnbl (1945-19595)

- COLOSSUS (1943, TetopuHr), ENIAC (1946, Moywnu), IAS (1951, dooH
Henman)

Btopoe nokoneHne — TpaH3ncTopsbl (1955-19695)

- TX-0 (1955, MTW), PDP-1 (1961, DEC), PDP-8, 7090 (IBM), 6600 (1964, CDC)
TpeTbe nokosrieHne — nHterpanbHble cxemMbl (1965-1980)

~ CeMmelicTBO System/360 (1965, IBM), PDP-11 (1970, DEC)

* UeTBepTOE NOKONEHNE — CBEPXOOSbLUME UHTErPAanbHbIE CXEMBI
(1980-7)

- IBM PC (1981), Apple, Intel, IBM, Dec, Compagqg, HP, Sun...

* [1AaTOE NoKoneHne — HebornbLINe U «kHEBUOUMbIE» KOMIMbIOTEPDI
(1989-?)



NcTopua B CCCP/Poccumn

* [lepBOe NoKkoneHne — 3reKTPOHHbLIE namnsbl

- Jlebepnes, 1950, MOGCM
- BOCM, 1953, BOCM — 10000 on/c, 53KBT.

 BTOpoe nokoneHne — TPaH3NCTOPLI

- 50920, 1964, camoaunarHocTuka, ropsidast 3ameHa, 500000 on/c

- BOCM-6, 1965 rog, +koBenepHas obpaboTka, yaaneHHoe ynpasrieHne no
Tened. JinHnamu

° TpeTbe NOKOJIEHUE — UHTErpalibHbl€e CXeMbl

- OupektuBa «Pag», 1968 roa, knoHnpoBaHue S/360, 1971 rog — EC OBM
— KnoHbl PDP-11

* UeTBEpTOE NOKONEHNE — CBEPXDOOSbLLUME NHTErPasibHbIE CXEMbI
— Anbbpyc — paspaboTka No HacTosLLEE BPEMS

http://statehistory.ru/3932/Istoriya-razvitiya-sovetskikh-EVM-do-1980-go-goda/



KaHanbHaa opraHmn3auyus

LinHa agpeca ILlnHa appeca
NMpoueccop
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MynbeTnnnekcupoBaHue LUnH

LlUvHa agpeca n AaHHbIX >

Perncrtpobl

IPervctpuil

CPU

LlUuHa ynpaBrneHusA >

T AVANEEA VA AVAREEA VA VAR VA

TakTOBbIN KoHTponnep KoHTponnep
l'eHepatop MamsATb BHeLIHero BHeLHero
yCTPOUCTBA YyCTPOUCTBA




MyneTUNPOLIECCOPHOCTD:

5 UMA - Uniform Memory Access

CucrteMHas WnHa

TakToBbIU
FeHepaToOp

N7 N7 9y  JY N7

BaHk BaHk KoHTp. | | KoHTp. | | KOHTp.
namsaTu namsaTu BY BY BY




MyneTUNPOLIECCOPHOCTD:

KommyTaTtop

CPU

TakToBbIN
eHepaToOp

N7 N7

BaHk
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BaHk
namsaTu

Crossbar
KOMMYyTaTop




. MynetunpoueccopHocTb: NUMA

= Non-Uniform Memory Access

C | |Q||CTeMHa;| |_ |Q||CTeMHa;| |_ KoHutp. | KoHTp.
MCTeMHaa nnara Tr|nnara Tr|nnara BY BY
__J __J

CPU|cPU|CPU|CPU -
=1
L1 | L1§ | L1§ | L1$ f_':g f_':g s B
L2$ L2$ L2$ L2$ S
Namatb MamaTb S =
BaHk BaHk BaHk 2
namMaTi | namMaTi | namaTu 7]

I J0 10

Crossbar
KOMMYyTaTop

=




CoBpeMEHHbIE KOMMEpPYECKMNE

npoLieccopsl

* Pa3pagHocTb aapeca n aaHHbix 16/32/64 buta
* TakToBble YyacTtoTbl SO00MI -5l ru.
 MHoronpoueccopHbie 1-100+ CPU

* MHorosaepHble 1-16 aaep

e OT 1B po tepabantoB O3Y

* /ilcnonb3yloT K3LW-NaMATh pasHbIX YPOBHEN

e CynepcKkandapHble
* CISC, RISC, VLIW



CISC, RISC, VLIW

 Complex Instruction Set Computer

- TpaauymoHHble npoueccopsbl (Hanpumep Intel),
OTAroLEeHHbIE COBMECTUMOCTbLIO

* Reduced Instruction Set Computer

— [1lpocTon HAabop MHCTPYKLMWN, BbINOSTHEHNE UHCTPYKLINUN
3a TaKT

* Very Long Instructions Word

— HecKonbko MHCTPYKLMIA, yNakoOBaHHbIX B OAHY KOMaHAOy

— YnakoBKa onepauuin B UHCTPYKLUIO NOXUTCA Ha
KOMMUNAATOP



Intel

«CoBpeMeHHble» npoueccopbl

Year Microarchitecture Pipeline stages max. Clock
1989 486 (80486) 3 100 MHz
1993 P5 (Pentium) 5 300 MHz
1995 P6 (Pentium Il) 14 (17 with load & store/retire) 450 MHz
1999 P6 (Pentium IlI) 12 (15 with load & store/retire) | 450~1400 MHz
2000 NetBurst (Pentium 4) 20 800~3466 MHz
2003 Pentium M 10 (12 with fetch/retire) 400~1000 MHz
2004 Prescott 31 3800 MHz
2006 Intel Core 12 (14 with fetch/retire) 3000 MHz
2008 Nehalem 20 3000 MHz
2008 Bonnell 16 (20 with prediction miss) 2100 MHz
2011 Sandy Bridge 14 (16 with fetch/retire) 4000 MHz
2013 Silvermon 14-17 (16-19 with fetch/retire) 2670 MHz
2013 Haswell 14 (16 with fetch/retire) =4000 MHz
2015 Skylake 14 (16 with fetch/retire) =4000 MHz
2016 Kaby Lake 14 (16 with fetch/retire) 4500 MHz
2017 Coffe Lake 14 (16 with fetch/retire) 4700 MHz
2018 Cannon Lake

https://en.wikipedia.org/wiki/List_of Intel CPU_microarchitectures
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ApuxtekTtypa: Arbor ITX-I89H

DDI-1 HDMIA
PWRT HOMI conn.
+12 DC Brick
Intel® DDI-2 Display Port1
2 x DDRA4 DDR4 - 2133MHz SKYLAKE DP conn.
SC-DIMM socket 9
EGA DDI-3 Display Port2
DF conn.
PCle x 16 slot PCle Genl x 16 Processor
eDP eDP
LVDOS conn
DMI
(x4)
SATAD
NGFF(M.2) N I .
Skt3-M PCle XDP Connector
SATA1,2 S NGFF(M.2)
SATA c{:n{:ec‘[or SATALS PCle Gen3 x 1 Skil-E
Serial Port PCle Gen3 x 1 | Intel i215LM | GhE LANZ
2)(5-—]]"] 2. 54mm pl[ﬂh NCTETTED LPC Intej'@' IU’LN controller RJ-45 connector
pin header SPT'H 2 x USB 2.0 poris 2 E(TUSEI"E}D
ype
CPU Fan connector PCH
4 x USB 3.0/2.0 port uUsB
TPM 2P Type A conn.
2x10-pin 2.54mm pitch LEC USB
il 2xUSB 3.02.0 port_¥5.10.pin 2.00mm pitch
pin header
Flash Sh -
u
Flash 2xUSB20ports  § 5ve vin 2 54mm pitch
pin header
LPC LPC HD Link |HD CODEC | Mic-iniLine-out | _AUDIOA
2x10-pin 2.00mm pitch ALCEE? 2x3 5mm phone
female pin header 1;51::}( stackq_ad_
Line-out/Mic-in




SPARC T5 16xCores

DDR3 - 1,066 MHz DDR3 - 1,066 MHz DDR3 - 1,066 MHz

.
2x8PCle 3.0 @8 GBps

16 GBps each direction
%

|Cuherence un'rt!
'y

Coherence unif|
Fy Y

A

Fy F Y

8=x9 cossbar

T FREFEPEFFEREEE:

8 threads per core

(C) Oracle marketing material



Branch
Pradictor

d-mnstra {168)

YYYYTYYYY

Far Thread
Instruction Buffers 1.8

YYYVYVYYYY
-

™. Thread Select
-TLE 2-neire + +

i .
pLorEs ; | instruction Decads
Zowide decods
I 2-insirs + +

& threads

Private | Rename | [commit]| | par
128 KB L2 Z-instrs + + :;g: Montor
A-antry entry
Unifled Pick Ciuseusa RiB
2-insirs + +
D-TLA Ragster Files
128- IRF/FRFWYWREF
aNIrieE 2-wide jgsue #
AL AL
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1
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Slot O

http: //www theregister.co.uk/2011/08/22/
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[1ByxnpoueccopHaa cucrtema Ha
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— v SP Module m
TOD/ __
L B FRUID | |NVRAM /TC Socketed %:ﬂ_ﬂ _Mx.v_#gmgz.pzu uzm.ﬂ?.__m.ﬂ
12 Flash :
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https://docs.oracle.com/cd/E28853 01/htmI/E28856/z40010911519112.html



IBM POWERS

2 subgroups 2 subgroups 2 x (3+1) instructions 8 QW-aligned instructions
Global . i e e E | E
Completion < Instruction | | Instruction | Instruction 1 Instruction
Table __ Dispatch Decode Fetch Buffer = , Cache o
i Branch HistnryH K8 < Predecode
E Table
Effective Address | e 8-way assoc.
\ Count Translation :
l Cache A ~ Eight
. Con:iri pro. Branch Prediction aa
Branch .
Register FP/VMX/FX/LSU I !
ke Issue Unified Issue Q
Queue ety BRI oWt Load Store Store
Queue Reorder||Reorder|| Data Tiooladide| Foakaiide
3 v v v ¥ ¥ Q;ua;ue ?u:eue El.:etle m#r
Branch | CR || FP/VSX | || FP/VSX |  FX Lt (SLB)
Execution| |!0B Lz
Execution | Execution ||Execution|| ||Execution| Execution & ! < e |
Unit Unit Unit Unit Unit unit Third Level Translation
T .‘_ :" ‘ “
vy v v 'z LS/FX Data Cache| 16B store data -
Gt DFU e e - ol Execution [ranslation
T : s o SN : S Unit |<| |16B 64 KB | 64B cache sector Data
Unit Unit Execution|Execution|| Execution < 8-way assoc. B
Unit Unit Unit :
L/FX |* AE I .
: vance 3
Bt Execu'tmn Data Prefetch - Ulllﬁe»d Lz CHEIIE
un Engine
i % 512 KB
T < Load Miss | > 8-way assoc.
— Execution Queue l
: i
B. Shinharoy and other Unit Memery subsystem

IBM POWERS8 processor core architectwte —————



ALCO: Int/FP/LD

ALC1:Int/FP/LD

ALC2: Int/ST

ALC3: Int/FP/LD

ALCA4: Int/FP/LD

ALCS: Int/ST/DIV

e TexHonorna 28Hm

* 8 anep x 1300MI 'y
_1 1128K + D64K

2512 K
_3 16MO

RF - yHuBepcanbHbIi perucT-
poBLiA hann

PF - pervctposbii gann ana
OAHOGHTHBIX NMPEeqHKaTOB

ALCO...ALCS5 - kaHanul wuc-
MNOAHEHHS

MMU - ¥Ycrposicteo ynpasne-
HMA NamMATH

L1DS - K3W-namsTe JaHHbix
1ro ypoBH#

L1IS - K3Ww-namsTe MHCTPYK-
Ui 1ro yposHs

L2S - Kaw-namaTe 2ro ypos-
HA

CU - ycTponcTBO yripasneHus
AAU - ycTpoicTBO Npeqeapu-
TENLHOH MOAKaYHH JaHHBLIX

K cesepHOmMy MOCTY

e 3-x kaHanbHaa DDR3-1600MHZ

e 1o 80 BT
e Linux 2.2

e Omynsauma x86 (-30%)

http://www.mcst.ru/elbrus-8c
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XapakTePUCTUKN NAMATU

MecTtopacnonoxeHue
— rnpoueccopHble, BHYTPEHHUE, BHELLIHNE
EmMKOCTb

- B metpunyecknx (Kuno-) n gBonyHbix (Knou-)
MHOXUTENAX

EaonHuua nepechinku
- CrioBo, cTpoKa Kawa, brnok Ha aucke
MeTog ooctyna

— [1pon3BorbHbIN (agpecHbIN), OPUEHTUPOBAHHLIX Ha
3anucu (npamoun), nocnenoBaTenbHbIN,
accoumaTuBHbIN



XapakTePUCTUKN NAMATU

* bbicTpogencTBme U BpeMeHHble COOTHOLLEHUSA
- Bpemsa gpoctyna T4

— OnuTenbHOCTL UUKa namMaTu (Bpems obpalleHus)
Ty

- Bpemsa uyteHus n Bpems 3anucu
- Bpemga BoccTaHoBneHua TB
— CKopocTb nepegavyv nHopmaLum

e dusmyecknt TMn 1 0CoOEeHHOCTU
e CTOMMOCTb
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Hewmndopatop

agpeca baHka
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UTMO
Linkn cuntbiBaHnSA

Agpec cnosa ons
YyTeHus

Curnan "YreHue"

CuuTbiBaemoe
Cnoso:

CurHan:
: "[OTOBHOCTbL"

LLlnHa Agpeca

LLlnHa YnpaeneHus

LLinHa [JaHHbIX

JInnna W/R
B MamaTu

LLinHa YnpasneHus

ACUHXPOHHON MaMATbIO

Linkn 3anucu

Ll,marpaMMbl paboThbl C agpecyemMount

Appec cnosa ons
3anucu

Curnan "3anucb"”

3anucbiBaemoe
CnoBo

mMmnynbe
3anucu

CurHan
"OTOBHOCTb

\




Aupecyelvlaﬂ namsaTb C pukcaumen

CTPOK U CTONOLOB

cT.1 CT CnoBa
2M
¥ /
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3T x °8 [ b Hb & b HG A
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Avenka
CTonpubl M namsTu
Apnpec WA MynsTunnekcop u
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CuHxpoHHas namsate SDRAM

UTMO

20HC
-

T\
Anpec m CTpokum X KornoHku _
= \ -
CAS \ /
Output \ /

enable

Yr1eHuel
3anucb

arury (X navere X




KOHCTPYKTMBHbIE OCODEHHOCTU

COBPEMEHHON NaMATH

* Burst mode — nakeTHbIN pexum

* Double Data Rate — nepepava gaHHbIX 1 MO PPOHTY
M no cnagy

« SPD — yun, cogepxawwiunn ngeHTMdonKayMoHHYH
MHJOPMaLNIO

* |Interleaving — paccnoeHue namdaTiu, noBbILLAET
NPON3BOANTENBLHOCTDL

e DDR4-2133 8192MB PC4-17000 nHoekc
NPOU3BOAUTENBHOCTU



[TamMaTb, OpUEHTUPOBAHHAA Ha 3aMncu

UTMO

MeXCeKkTOpHbIM MHTEepBAIT
f_)%

HanpaeneHve CeKkTop

-V\ BpalwleHnda ancka

\Fonoska “

HanpasneHue YTeHnsa/3anucu
[lepemelleHusd
roJ10BKU
[ToBepxHOCTbL 7
=
T @ D Briok ronoBok
_ & YyTeHunsa/3anncu
1 | Tno3+1Ts
1§ &= — To= *Tep)
|| L 4_
= D.: HanpasneHune

[ToBepxHOCTL 0 U ABKEHNA



[lamMATb, C nocnegoBaTeflbHbIM

OOCTYNoMm™

3anpasoyHble BUNKK C (hopmaTooBpasyoLMu
HAKNOHHLIMKM CTORKAMW W NBPNBHANKYNAPHBIMM
ocHoeanwio JTNMM BpalLoWMMUCA PONUKAMM

A
b
CTvpaiouias KomBuHnpoBaHHaa ronoeka:
ronoska {1} \"\ YHUBBPCANBHAA CHHXPO3BYKOBAA
b W cTUpalowan (2)

MopswxHoE
OCHOBAHWE
BHNKKH

~_ MoAnpy>KUHEHHLIA pbivar
C NEHHKCOM

HATAXEHWA NeHTLI, ynpasnaeT Beaywmi san — {
TOPMOXKEHMEM NOAAIOLIEA KaTYLIKN KACCeTbl

* HA caMOM fiefnie 3Ta KapTUHKa OT BUAEOMArHMTOOHA, HO MPUHLINNITOT-XXE
// T

PacnonoxeHune

JINleHTa
AOPOXEK
///////




CTpyKTypa accoumaTtuBHOIO

S 3anmoMUHaNOLWLEro YCTPONCTBa

Peructp

accoumaTuBHOro
npu3Haka ao* a1* aZ*
+ + + KombuHaumoHHas

| Pervctp mackun | cxema

3anomuHatoLwmmn + * f
1 2 MaccuB m :
1| | | | | > < I
___________________________ 2
2l | | | S o
JSrews | prvcrs
___________________________ N coBnageHum
N | | S o AR




Kall namaTtb

i
K3 NamMATE
d ACCOUWATHEHA A
CPU CPU NaMATE TETOE
bl 0
1 r 1 r b1 1
tr -+ bnok e
t'_.. G'>—' =288 | MmecTe m
[ L1$ | L1$ |
bim-11| m-1
o] L
L2$ HepeldcTeMTensHei | A
7 < HOMER MECTS

HET BribvpaeTca MecTo

1]

21 PeanuayeTcA zaMelleHu e
-1 ) BnoyHaa nepecenka

4]

=)

DBHOBENEHWE NaMATH TATOE
Brinada cnoes

[V o

BaHk
namsaTu




O6bem To * Tun YnpasBn.
1 oo-g 000 ctue  1c Pernctp KoMnunatop
L1 Cache 32-128K6 1-4Hc | 2c | Accouy. | annapartypa
L2-L.3 Cache 0.5-32M6  8-20HCc | 19c = Accouy. annaparypa
OcHoBHas namsaThb Ul 80 | ot AfQpecHasi nporpamMmmHo

4TH 200Hc 300c
1281 0- 25-
SSD 1T6/drive 250MKe 50 | bro4yH. nporpamMmHO
KecTkue guckm LoV 5-20mMc | 4m | Bno4yH. nporpamMmMHO
4T6/drive '

MarHuTHble NEeHTDI 1-6T6/k | 1-240c 200n|lNocnenos. nporpamMmHO




#5#  BnusaHne npomaxoB KaL-NamsATy

MTMO

= 100
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- 90
80
3 70
m p—
2 60
S 50 -+
é 40 |
CIEJ 30
= 20 u
3w - [
CS) 0 : — — : — —
I 98 96 94 92 90 88 86

[MonapgaHua B k3w B %



CermMeHTHO-CTpaHn4Has

BUPTYAJibHAA NMNaMATb

AQpec Havana cerMeHTa
(BUpTYyanbHbIN)

I MNMpouecc bash Mpouecc bash
CTtpaHuua

0x2000|cermenT NAaHHbIX 0x2000jcerment OAaHHbIX V
0x5000] |0x5000_|

Kyya Kyya

Crek Crek
|0xFFFF0000 | CermeHT Koaa

oubnuorteku
CermeHT gaHHbIX CermMeHT gaHHbIX
OudNUoOTeKUn OUONUOTEeKU

OXFFFF5000 | [0XFFFF5000 |




PeanbHbI npumep

root@ra:~# pmap -x $$

5081: /bin/bash

Address Kbytes RSS
08048000 1064 852
08152000 4 4
08153000 20 20
08158000 20 20
09c¢79000 1204 1204
b716a000 44 44
b7176000 4 4
b74e5000 1724 1248
b7697000 4 4

root@ra:~# pmap -x 6964

6964 : cat

Address Kbytes RSS
08048000 48 48
08054000 4 4
08055000 4 4
09609000 132 8
b724a000 136 4
b739e000 2048 372
b759e000 1724 964

b7750000 4 4

Dirty
0

4

20

20
1204
0

4
0
4

O

|.I.

il
v

B O O 00d ~O

Mode

r-x—--
r————
rw—--—-
rw—--—-
rw—--—-
r-x--
rw—--—-
r-x--
rw—--—-

Mapping
bash
bash
bash

[ anon ]

[ anon ]
libnss files-2.23.so0
libnss files-2.23.so0
libc-2.23.s0
libc-2.23.s0

Mapping
cat
cat
cat

[ anon ]

[ anon ]
locale-archive
libc-2.23.so0
libc-2.23.so0



MMU: TpaHcnauua agpecoB

But npucytcreua _ ~
TeBlE <«—15-pa3psagHbin PA—»

BupTyanbHas CTpaHu ‘1‘1‘0‘0‘0‘0‘0‘0‘0‘0‘1‘0‘1‘1‘0‘

CTpaHuua \
A

15
14
13
12
5
4 M
2
1
0
sxpasp. 9]  OOEBLOOEDNE
Homep CTpaHI/ILI,bI < ﬁ‘ 12-pa3psgHoe ,

cMelLleHne
<«—16-paspagHin BA >




Apxutektypa x86: MMU

32 bit Physical Address

MMU Context page frame number Offset
| Heﬁf'aéer 50 bits 12 bits
d:r I 3 V A \/ Fi
A A
page directory page
table table
>
—p PDE
» PTE

10 bits 10 bits 12 bits
PDT index | PT index Offset

32 bit Virtual Address




APXNTEKTYpa X064

52 bit Physical Address

Context page frame number Offset
Hogister 20 bits 12 bits
| 9’0CI‘3 \ ¥ A \/ F)
page map page directory direct
level 4 pointer table pagetaérlzc ory $:tﬁg
J > J > —>
—» PML4E = pppTE |H 3 PDE
—»| PTE |
| |
16 bits 9 bits 9 bits 9 bits 9 bits 12 bits

canonical part | PML4 index |PDPT index| PDT index | PT index Offset
64 bit Virtual Address

64 bit PTE - 64 bit mode

11 bits reserved | 40 bit page oS
NX set to 0s frame number | use

3 bits

G|LPIMR|INC|WT|U|W |V




* KaluMpyeT 4acTo ncnonb3yemblie
npeobpa3oBaHus

e OBbIYHO pa3genbHbIN ANd agpeca U AaHHbIX
 OpraHu3oBaH B BMae accoLnaTUBHON NaMATH



CeTeBble TeEXHOOrnm

@[ # 4

- \'—'!.....i




HeMHOoro nctopum

* PasxuraHme KOCTPOB Ha BO3BbLILLIEHHOCTAX =)

* 1792 — Knog WWann — ontun4yeckun tenerpad.
Cemadopsbl - 2 cnoBa B MUHYTY.

* 1872 — )XaH booo — Tenerpa@Hei annapar, Koa
bopo. bog (but B cekyHay).

* 1985,1897 — lNonoB — becnpoBoaHas nepenaya
mMexay 6eperom n BOEHHbLIM CYyQHOM.

* 1930 — Tenetaun, cetb Tenekc (TELEgraph +
EXchange)



NcTtopua cetu Internet

KOMMBLIOTEPHOU CETU

1957 — 3anyck nepBoro CnyTHUKa 3emnu
1958 — Advanced Research Projects Agency (ARPA).
1963 — J.C.R.Licklider — nepBas KoHUeNLMS

1969 — ARPANET B Beaoywinx nabopartopusix u

nccrnegoBarenbcknx ueHtpa CU

nepBbIn http cepBep

A

1976 — Xerox — nokanbHasa cetb Ethernet

1982 — ARPA — eguHbin ctek npoTtokonos TCP/IP
1983-84 — FidoNet n BBS, ARPANET — Internet
1991 - Tim Berners-Lee, CERN,

koHuenuna WWW,



[ToHaTne cetn 9BM

CBT
CBT CBT

CBT CBT

* Cpenctea BblumncnutenbsHon texHukn (CBT): 9BM,
BblumucnumTenbHble komnnekcol (BK) n BblumucnutensHble
cuctemsbl (BC) - peannaytotr o06paboTKy AaHHbIX.

* Cpenctea TenekommyHukaumm (ceasn) (CTK):
COBOKYMNMHOCTb KaHasrnoB CBA3M U KaHanoobpasytoLlen
annaparypbl - peanuayoT nepegadvy daHHbIX.

* CeTb OBM (BbluncnutenbHasa CeTb, KOMMNbIOTEPHAA
cetb) = CBT+CTK



Tononornga cetun (Cisco tracer

r

mis k-aIat~gu1

—————————_—*—_——— L &
29508 24TT 295QT-2
msk-ar %t =dswl msk-a taasn‘}.

Seprver-PT

WEB I:}

msk-rupl-aswi

| server-PT
4 |
T i d-ﬁ
il 2950T-24
o msk-arbat-asw2 Server-PT
MAIL

Laptop-PT RCRT PC-PT

Laptop-PT

PTOZ Other



| Tunbi ceteit 9BM |

Pa3mep Ha3HrayeHue [lpoyue
[puHaonexxHocme Obnacme npuMeHeHus

BeluncnurernoHbie

PAN OduCHbIE SAN - Cetu
NHopMaLnOHHbIe | | XPaHEHUH

LAN KoprnopaTuBHble (opmal NaHHbIX
NHpopmaLMOHHO-

MAN qa\c/;;"l'\lb'e BblYUCTIUTESbHbIE CepBepHble

WAN doepmbl
NHdopmauMoHHO-

ynpasnsowme

[ | |
Nepapxunyeckume becnpoBogHbie BuptyanbHble VLAN




CoolOLleHne, nakeT

‘ 3aronosox‘ NaHHbIe ‘ KoHueBUuK ‘
Adpec KoHTp.
Ha3Ha4YeHus, cymMmMa
oTnpaBuUTens
CoobuieHue: |3| : JaHHble IKI

o B H “, “,
o g H “, %,
o % ",
o o 5 H e, ",
o o H H % .,
o o N § s %,
o o g g “, ‘,
o o H s %, ",
K 5 H H %, >
- 1 2 3

Lin=const Li=const Lx<Ln




Monaenb B3anMoOoencTBuS

OTKPbITbIX cuctem (OSI)

CoobLleHune

6| PDU]| 6

516|PDUJ6]5

PDU
PDU

PDU

w

I

W
(o)W l Ko XW | He)t

=Y =N K=
)
o
W

Cucrtema (y3en) A [MpoToKkonbl Cucrtema (y3en) B
7 - npuknagHoun «— 17— | 7 - application layer

6 - NpeacTaBneHns — 16— 6 - presentation layer

S - CeaHCoBbIN «—[]5—» | © - session layer

4 - TpaHCMNOPTHbIN « 14— | 4 - transport layer

3 - ceTeBOM « 13— | 3-network layer
2 - KaHarbHbIN «— 12— | 2 - data link layer
1 - pmnanyeckum 1 - physical layer

xum on o

[Nepepatowada cpena




Monenb TCP/IP

MpvknagHoit ypoBeHb ;
lMpunoxenue | HttpURLConnection open(); ServerSocket accept(); | Mpunoxenue |
(Browser) read(), write() read(), write (web server)

TCP TpaHCNOPTHLIX YPOBEHb UDP

| SRC Socket (IP addr:port) | [DST (IP addr:port) || Coo6wenune |
: ;| DataGram |

[CON RQ][GRNT ACK][ACK] : 5
: ? _DATA | DATA__][ACK] | DataGram |
@m@m P
""""" ¢ N | - 2 CeteBoit yposes |CMP
. [Poe] [Poc][Pbc] [PDG] [IPbG] [IPDG]
[Eh I}ramel li [Eth Fl:-ame| KaHanbHblit ypoBeHL ARP/RARP DHCP

|Eth Frame] [Eth Frame] [Eth Frame] Ehternet, X.25, ATM, ...




r1 DBASES - “Thicknet”

B ‘
— «TOoncTbiny - 10Base-5 — 00 500M  |iease: - «thinnet
_ -

» KoakcmnanbHbi Kabenb (ycTtapen)

— «TOHKMN» - 10Base-2 — no 50m
* Butaa napa 10Base-T, 100Base-T, ....

N, :
Il I 'I:' b | A

- Kateropua 3: ot 10 go 100 Mout/c 100BASE-T4 (100m).
- Kateropusa 5e: 100 Mowut/c (2 napbl), 11'out/c Ha (4napbl)
- Kateropusa 6: 10 ['6ut/c (55m)




- ST (Straight Tip)
- SC (Standard Connector)
- LC (Lucent Connector)

- Jlasep Haxogutca B SFP (Small Plugin Factor)

- ~500 m (Multi-mode fiber), ~80km (Single Mode){{;cv
iy

/

* Wireless (802.11 - WiFi, 802.16 - WIMAX, 3G, 4G)

- 24,5, 60 GHZ
- o 15 éut/c

https://en.wikipedia.org/wiki/Ethernet_physical layer https://en.wikipedia.org/wiki/IEEE_802.11




* Openmbl

* MAC (Media Access Controll)

serge@helios: /home/serge> arp -a

Net to Media Table:

Device IP Address

IPv4

6 octets 2 octets 46-1500 octets 4 octets

Source

MAC address | MAC address |Ethertype

CRC

IP Datagram

- 5 octet -

1st octet | 2nd octet | 3rd octet | 4th octet | Sth octet | 6th octet

or
-

-4 3 octet - 3 octet -

Organisationally Unique |Metwork Interface Controller|
Identifier (DUI) (NIC) Specific

8 bits \l:

-
[b7[bs |5 [b4 63| b2]b1]bO]

0; unicast
1: multicast

0: globally unigue (OUI enforced)
1: locally administered

igh®  192.168.10.211
igb® sunrise.cs.ifmo.ru
1gb0 192.168.10.214
igh® 224.101.101.101

255.255.255.255 o
255.255.255.255 o
255.255.255.255 o
255.255.255.255

00:0c:29:6c:7d:93
00:00:5e:00:01:0a
00:0c:29:99:13:e3
01:00:5e:65:65:65



* Agpecauus B |IPv4 ceTax

Class

- 32 Bits

L1111 | | 11 N L |
0| Network Host

10 Network Host

110 Network Host
1110 Multicast address

1111 Reserved for future use

Range of host
addresses

1.0.0.0 to
127.255.255.255

128.0.0.0 to
191.255.255.255

192.0.0.0 to
223.255.255.255

224.0.0.0to
239.255.255.255

240.0.0.0 to
255.255.255.255



CeTteBou ypoBeHb |P

EthO: 192.168.10.3
00:0c:29:6c:7d:93

EthO: 192.168.10.4
00:25:90:98:33:be

Eth3: 77.234.212.55
00:02:0c:23:3d:20

EthO: 192.168.10.1

EthO: 0.0.0.0
28:52:61:12:5d:f3

00:02:0c:23:3d:17

Subnet default router

192.168.10.1 Ethl: 10.10.0.1

00:02:0c:23:3d:18

Subnet default router
10.10.0.1

EthO: 192.168.10.4
30:85:a9:43:a5:e5

Ethl: 10.10.0.102

80:00:20:33:77:9a

Ethl: 10.10.1.199
80:00:20:65:12:03

N/



CeTteBou ypoBeHb IP;

MapLupyTmM3aums

. Ipv4 routing table:
Egﬁg?tlggngggtiéeélﬁ.e.102.80) Destination Gateway Genmask Iface
00’0&’29°éc'7a'9§ default 192.168.10.1 0.0.0.0 eth0
T ETmrEEe 192.168.10.0 & 255.255.255.0 ethO

-,:iii;g;xfz::::- 1
M\
ARP RESP: 192.168.10.1

. MAC SRC=00:0c:29:6C:7d:93
L5 00:62:0¢;23:3d:17 MAC DST=ff:ff:ff:ff:ff:ff
ARP RQ: All, who is 192.168.10.12?

MAC SRC=00:0c:29:6c:7d:93
MAC DST=00:02:0c:23:3d:17
IP SRC=192.168.10.3

IP DST=10.10.0.102
GET / HTTP/1.1

EAN

Ipv4 routing table:

Destination Gateway Genmask Iface
default 77.93.23.1 0.0.0.0 eth3
EthO: 192.168.10.1 192.168.10.0 * 255.255.255.0 etho
00:02:0c:23:3d:17 10.10.0.1 o 255.255.0.0 ethi

Ethl: 10.10.0.1
00:022?c:23:3d:18

MAC SRC=00:02:0c:23:3d:18
MAC DST=80:00:20:33:77:9a
IP SRC=192.168.10.3

IP DST=10.10.0.102
GET / HTTP/1.1

Socket accept()
Ethl: 10.10.0.102
80:00:20:33:77:9a



 AOMWHUCTpPAaTOPAaM CNOXHO BbIOENATH U
KOHTPONMUPOBAaThL agpeca cepBepOB N CTaHLNN

e [laBanTe 31O AenaTb AuHamMmm4yecku!

serge@londe:~$ cat /etc/dhcp/dhcpd.conf
#
# Sample configuration file for ISC dhcpd for Debian
#
subnet 192.168.231.0 netmask 255.255.255.0 {
range 192.168.231.10 192.168.231.100;
option domain-name-servers 8.8.8.8, 8.8.4.4;
option routers 192.168.231.1;

}
#
# my smart tv for torrents DLNA broadcasting
#
host tv-samsung {

hardware ethernet 84:a4:66:23:a39:ae;
fixed-address 192.168.231.5;



CepBUC NMMEH

* /Ilcnonb3oBaTth |IP B NpnMnoXeHUax MoXHo, HO
Heyao6HOo

* Hago patb cepBepamM «4enoBeYeckne» MMeHa
* [1lpocTtenwnim crnocob - /etc/hosts

serge@ra: /opt/games/openarena$ cat /etc/hosts
127.0.0.1  localhost
127.0.1.1 ra

# The following lines are desirable for IPv6 capable hosts
01 ip6-localhost ip6-loopback

fe00::0 ip6-localnet

ffo0::0 ip6-mcastprefix

ffo2::1 ip6-allnodes

ff02::2 ip6-allrouters

192.168.231.1 blonde30
109.175.71.169 blonde
192.168.44.66 gitlab.tune-it.ru



/_Ji‘—\‘
5] fimo.ru. NS _
o L_[Ihelioscsifmo.ruA? | NS ‘_//

ns.cs.ifmo.ru [6]

m’ ifmo.ru.

[10] helios.cs.ifmo.ru
A 194.85.162.82

¢s.ifmo.ru.

9] helios.cs.ifmo.ru. A




CepBuUC NMeH: apyrue

* A naBaunTe XpaHUTb eLle N NOoSfb30BaTENEMN,
TenedgoHs.l, rpynnel, ...

* NIS, NIS+ cnyx6a katanoros B BSD 1 OS Solaris

* LDAP Directory Server

- ForgeRock Directory Services
- OpenLDAP

- ApacheDS
— Microsoft Active Directory



TpaHCNOPTHLIN YPOBEHb

e TCP — Transmission Control Protocol

- HapgexHbIn, ynpaBnaeT nepenochbiNIkon AaHHbIX

— OpraHunayeT BUpTyanbHOe COEANHEHNE MEXOY
rHe3gamu (Socket=IP:port) Ha gByx cuctemax

- HTTP, FTP, SSH, SMTP, ...
 UDP — User Datagramm Protocol

- [Nocnan coobweHune n 3abbin

— KoHTposnb HageXxXHOCTU oCTaBneH pa3paboTuky
- MakcumanbHas CKoOpocCTb nepeaayn

- SNMP, TFTP, DHCP, DNS, ...



[lpnknagHoOn ypoBeEHb

* [IpoToKOnNbl paspabaTbiBaeT NporpaMMunUCT

public static void main (String args[]) throws Exception {

}

URL u = new URL("https://se.ifmo.ru/documents");
URLConnection ¢ = u.openConnection();
BufferedReader s = new BufferedReader(
new InputStreamReader(c.getInputStream()));
String line = null;
while ((line = s.readLine())!=null) {
System.out.println(line);
}



[ padpmnyeckmne TeXHONOrnn




N300paxxeHune

* I30bpaxxeHne — obbeKT, 0bpas, B TON UNK
MHOW CTENEHN NOAOOHbLIN (HO HE UOEHTUYHbIN)
n3obpaxaemMomy o0bLEKTY

* OCHOBHOE OTNM4mMe n3obpaxeHus ot
opuUrnHarna - 3To abcrpakyms nnm oboobLueHne
CBOWCTB opurnHana
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